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Top cybersecurity journalist Kim Zetter tells the story behind the virus that sabotaged Iran’s nuclear efforts
and shows how its existence has ushered in a new age of warfare—one in which a digital attack can have the
same destructive capability as a megaton bomb.
 
In January 2010, inspectors with the International Atomic Energy Agency noticed that centrifuges at an
Iranian uranium enrichment plant were failing at an unprecedented rate. The cause was a complete
mystery—apparently as much to the technicians replacing the centrifuges as to the inspectors observing
them.
 
Then, five months later, a seemingly unrelated event occurred: A computer security firm in Belarus was
called in to troubleshoot some computers in Iran that were crashing and rebooting repeatedly.
 
 At first, the firm’s programmers believed the malicious code on the machines was a simple, routine piece of
malware. But as they and other experts around the world investigated, they discovered a mysterious virus of
unparalleled complexity.
 
They had, they soon learned, stumbled upon the world’s first digital weapon. For Stuxnet, as it came to be
known, was unlike any other virus or worm built before: Rather than simply hijacking targeted computers or
stealing information from them, it escaped the digital realm to wreak actual, physical destruction on a
nuclear facility. 
 
In these pages, Wired journalist Kim Zetter draws on her extensive sources and expertise to tell the story
behind Stuxnet’s planning, execution, and discovery, covering its genesis in the corridors of Bush’s White
House and its unleashing on systems in Iran—and telling the spectacular, unlikely tale of the security geeks
who managed to unravel a sabotage campaign years in the making.
 
But Countdown to Zero Day ranges far beyond Stuxnet itself. Here, Zetter shows us how digital warfare
developed in the US. She takes us inside today’s flourishing zero-day “grey markets,” in which intelligence
agencies and militaries pay huge sums for the malicious code they need to carry out infiltrations and attacks.
She reveals just how vulnerable many of our own critical systems are to Stuxnet-like strikes, from nation-
state adversaries and anonymous hackers alike—and shows us just what might happen should our
infrastructure be targeted by such an attack.
 
Propelled by Zetter’s unique knowledge and access, and filled with eye-opening explanations of the
technologies involved, Countdown to Zero Day is a comprehensive and prescient portrait of a world at the
edge of a new kind of war.
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From reader reviews:

Steven Zakrzewski:

Book is to be different for every grade. Book for children until eventually adult are different content. To be
sure that book is very important usually. The book Countdown to Zero Day: Stuxnet and the Launch of the
World's First Digital Weapon has been making you to know about other expertise and of course you can take
more information. It is quite advantages for you. The reserve Countdown to Zero Day: Stuxnet and the
Launch of the World's First Digital Weapon is not only giving you considerably more new information but
also being your friend when you truly feel bored. You can spend your personal spend time to read your
reserve. Try to make relationship with the book Countdown to Zero Day: Stuxnet and the Launch of the
World's First Digital Weapon. You never sense lose out for everything in case you read some books.

Rosalva Nichols:

Here thing why this kind of Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital
Weapon are different and reputable to be yours. First of all examining a book is good but it really depends in
the content of computer which is the content is as yummy as food or not. Countdown to Zero Day: Stuxnet
and the Launch of the World's First Digital Weapon giving you information deeper and different ways, you
can find any reserve out there but there is no reserve that similar with Countdown to Zero Day: Stuxnet and
the Launch of the World's First Digital Weapon. It gives you thrill examining journey, its open up your eyes
about the thing in which happened in the world which is perhaps can be happened around you. It is easy to
bring everywhere like in park your car, café, or even in your way home by train. When you are having
difficulties in bringing the published book maybe the form of Countdown to Zero Day: Stuxnet and the
Launch of the World's First Digital Weapon in e-book can be your choice.

Jaclyn Utecht:

Do you one of the book lovers? If yes, do you ever feeling doubt while you are in the book store? Make an
effort to pick one book that you just dont know the inside because don't ascertain book by its protect may
doesn't work is difficult job because you are afraid that the inside maybe not as fantastic as in the outside
appearance likes. Maybe you answer can be Countdown to Zero Day: Stuxnet and the Launch of the World's
First Digital Weapon why because the amazing cover that make you consider concerning the content will not
disappoint you actually. The inside or content is usually fantastic as the outside or cover. Your reading 6th
sense will directly make suggestions to pick up this book.

Bernard Kovach:

Is it anyone who having spare time in that case spend it whole day by means of watching television programs
or just lying down on the bed? Do you need something new? This Countdown to Zero Day: Stuxnet and the
Launch of the World's First Digital Weapon can be the response, oh how comes? A fresh book you know.
You are consequently out of date, spending your time by reading in this brand new era is common not a nerd



activity. So what these publications have than the others?
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